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5. Generates archival descriptions for all digital records transferred to and acquired by the
Archives;

6. Establishes and implements strategies for permanent digital preservation (i.e.,
management of the information about the records, migration, emulation, technology
preservation, etc.);>°

7. Makes the digital records accessible to researchers according to the procedure
described in the InterPARES Chain of Preservation model.

BCIT Departmental Digital Records Custodians

The BCIT departmental digital record custodians, in consultation with the Archivist and the Manager,
Records Management and Privacy, digital records creators and Information Technology Services, are
responsible for the following activities within their department. The digital records custodian:

1. Recognizes digital records destined to long-term maintenance early in their lifecycle,
preferably at the time of creation;

2. Ensures that digital materials are maintained stable and fixed in both their content and
form;

3. Identifies all owners of the records and addresses issues of long-term maintenance if
multiple owners occur;>

4. Selects hardware, software and file formats, in consultation with the Archives, the
Manager, Records Management and Privacy, and ITS, that offer the best likelihood of
interoperability and continuing accessibility over time;

5. Recognizes the digital components of the records to be maintained and ensures that the
records will remain linked to the metadata necessary to verify their identity and
integrity over time;

6. Implements maintenance strategies (i.e., storage media, system security, etc.);>

7. Documents how the reproduction process control measures are implemented, how they
are monitored, and the technical requirements for access.

BCIT Records Creators

BCIT records creators have a duty to create and maintain reliable, authentic electronic records according
to the procedures related to this policy.

BCIT Information Technology Services Department

The BCIT Information Technology Services Department (IT Services), in consultation with the Manager,

Electronic Records,” in The Long-term Preservation of Authentic Electronic Records: Findings of the InterPARES Project,
Luciana Duranti, ed. (San Miniato, Italy: Archilab, 2005), 204-219, especially 213-214, 217-219. Online reprint available at
http://www.interpares.org/book/interpares_book k app02.pdf.

%0 See “B. Preservation Strategies,” pp. 25-27 in Hackett, op. cit.

5! The BCIT Records Management Guidebook states that departments using digital records for ongoing business processes are
required to document those business processes that rely on digital records, regularly audit the security of the systems that store
these records and document the departmental procedures in place for ensuring the security, audit trail and overall integrity of both
the system and the records. Staff members are required to ensure that all policies and procedures in place for managing hardcopy
records are applied consistently to digital records and additionally that an appropriate level of metadata is captured and
maintained in a “suitable database.”

52 See “A. Maintenance Strategies,” Hackett, op. cit.
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Authentication

Digital Records Preservation Policy 6701-PR2

Authentication * Not explicitly addressed Draft Guidelines 6701-
¢ Use authentication GU
techniques that Records Manager/Archivist
foster ¢ |dentify/suggest the use
maintenance and _of technology-
preservation of ;”uthF;';fi:;Ln

digital materials; procedures (e.g. terms

or creation, storage and

¢ Technology- maintenance of
'“dﬁpelnde“t vs. RM Policy 6701 RM Procedures 6701-PR1 records/metadata);
technology- ¢ Not explicitly addressed ¢ Not explicitly addressed * Advise on ensuring
dependent authenticity through

identity & integrity
during transmission

—> Records Administrators

e Create w/ RM/Arch
necessary metadata;

¢ Train records creators

Records Custodians

e Ensure all required
metadata is attached

Interview data

Records Creators

e Declare and submit
records to the doc
library according to the
DoR;

¢ Add all required
metadata
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Protection

¢ Protect digital
materials from
unauthorized
action

Protection

Digital Records Preservation Policy 6701-PR2

¢ Archivist advises administrators to ensure existing accuracy and
authenticity

¢ Digital Records Administrators ensure digital materials are maintained
stable & fixed in content and form

e Ensures necessary metadata linked to verify identity and integrity over
time

e BCIT records creators have a duty to create and maintain reliable,
authentic digital records

RM Policy 6701 RM Procedures 6701-PR1

¢ Ensure records containing ¢ Ensure electronic docs are
confidential and personal info verifiable as evidence (not altered)
are protected from e Demonstrate that records are

unauthorized use & disclosure treated in a manner consistent

L p with other BCIT records

¢ Ensure structure, content and
context are retained as evidence

¢ Create appropriate metadata and
enter into a suitable database

Interview data
¢ People are aware; there is good compliance
e Banner - protected

¢ Scanning has QA process, data checks, random quality control
checks

* Protection done “through technology” (Amanda & Diana)
¢ Confidentiality agreements
e Irregular or non-existent reviews

Draft Guidelines 6701-
GU
Records Manager/Archivist
¢ With Records
Administrators create
appropriate identity and
integrity metadata;
¢ Advise Records
Administrators on
responsibilities under
Privacy and Access
legislation;

Records Administrators

» Create, in consultation w/
RM/Arch, necessary
metadata;

* Have awareness of
responsibilities under
legislation;

* Train records creators

Records Custodians

e Ensure records are
appropriately classified

Records Creators

* Add all required
metadata;

* Classify records upon
creation according to the
BCIT DoR;

* Have awareness of
responsibilities under
legislation
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Backup

¢ Develop rigorous
policy of daily

backup to protect
against accidental
loss or corruption

Should be a
comprehensive
system backup
including
operating system
Choose best
backup technology
for the context

Destroy backups
on an appropriate
rotation - backups
do not contain
records but may
be called upon in
discovery during
litigation

Backup a security
copy in a different
location if
necessary

Backup

Digital Records Preservation Policy 6701-PR2
Not addressed
RM Policy 6701 RM Procedures 6701-PR1
Not addressed Not addressed

Interview data
Not addressed

Draft Guidelines 6701-GU

Records Manager/Archivist

* Develop with business units
and IT a rigorous, regular
and standardized system of
backup including operating
systems;

* Work with IT and business
unit to identify best
technology for backup;

* Develop retention schedule
for backed up data;

* Work with IT and business
units to ensure back ups are
stored offsite

Records Administrators

* Create w/ IT and
RM/Archivist back up
procedures for business unit

* Train/inform records
creators of backup
requirements/procedures

Records Custodians

¢ Ensure regular backups are
carried out in business unit

Records Creators

* Backup according to
procedures
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Obsolescence

¢ Consider

transferring
hardware
functionality to
software

Plan for regular
upgrades of
systems and
migration of
records

Convert long-term,
textual and
sequential records
that are not
frequently
accessed to
computer output
microfilm

Use duplication to
increase
probability of LT
preservation

Document all
preservation
activities (see
Accessibility re
documentation)

Obsolescence

Digital Records Preservation Policy 6701-PR2

e RM Manager advises/consults business units and ITS on system
requirements, HW & SW for interoperability and accessibility over
time

o Archivist advises RM Manager, business units and ITS on system
reg., HW, SW for interoperability and accessibility over time

¢ Archivist est. and implements strategies for permanent
preservation; makes records accessible

RM Policy 6701 RM Procedures 6701-PR1

¢ Not addressed beyond
assuring authentic, protected
maintenance

¢ Not directly addressed

Interview data
¢ Not raised as an issue (no interview of ITS)

Draft Guidelines 6701-GU
Records Manager/Archivist
e Review on a regular basis
hardware & software
technology requirements
with business units and IT
in order to ensure timely
migration for long-term
preservation;

* Develop (with Records
Administrators and IT
migration schedule)

Records Administrators

* Develop w/ RM/Archivist
migration schedule;

* Regularly review
hardware & software;

¢ Choose HW/SW for
interoperability and
accessibility

Records Custodians

* Migrate records in
accordance w/ schedule
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Awareness

Digital Records Preservation Policy 6701-PR2 Draft Guidelines 6701-GU

¢ Archivist’s role
Awareness Records Manager/

Consider issues ¢ Archivist is designated digital records custodian; is responsible for Archivist

permanent preservation . .
around long-term . ) o * Ensure DoR identifies
¢ Departmental Records Administrators responsible for recognizing

jon: . . records for LT
preservation records needing LT preservation; selects HW, SW preservation at
Identify the trusted o E;’Ceg:ggs(?:vaeb?:ztt;)e?rr]eat:aezztr:lv?da)lntaln reliable authentic creation;
custodian P ep * Act as neutral third

¢ [T-business analysis to support policy party in preservation;

Records Administrators

RM Policy 6701 RM Procedures 6701-PR1 « Identify records that

* Paper records are sent to ¢ Declare & submit require LT
archives ¢ Ensure appropriate quality of scans preservation;

¢ Digital records submitted to their « Send to official repository (RC) * Ensure records
relevant document library requiring LT

¢ All records indexed (with

according to DoR —W|  appropriate metadata) and preservation are
* Ensure authenticity/protection classified for access (RC) identified at creation
. . -, . and maintained in the
* RM -administer disposition e Arrange transfer to Archives

business unit;
* Approve disposition
* Train records creators

¢ Records maintenance assigned to
trained Records Administrators

Records Custodians
 Transfer records to

archives according to
* In many departments paper is the record to be preserved; disposition in DoR;

Interview data

¢ Or everything stays in the live system;

¢ Paper and digital are not linked; Records Creators

* Classify records at
creation/declare and
submit records
according to the BCIT
DoR;

¢ Digital is authoritative although may be wrong
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