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InterPARES project 

“the authenticity of a record over time rests on the assumption that the 
physical object that embodies the record has not changed in any way that 
would affect the message it was intended to communicate.” 
 
“The principle of the unbroken chain of custody stipulates that, throughout 
their life cycles, records should be in the custody of known parties who can be 
trusted to preserve them intact.” 
 
“the chain of preservation will include information about the records 
creator’s practices to support a presumption of authenticity, in accordance 
with the benchmark requirements for authenticity, information about the 
processes of bringing the records into the archives and maintaining them over 
time, and information about the reproduction of records.” 
 
The Long-term Preservation of Authentic Electronic Records: Findings of the 
InterPARES Project (2001) http://interpares.org/book/ 
 
 
 

 

http://interpares.org/book/






Certificate of Authenticity 
Attestation by the person responsible 

for preservation that one or more 
records are authentic 











blockchain  
record authenticity 

 
• low cost 
• quick turnaround 
• permissionless 
• trustless 

traditional  
record authenticity 

 
• high cost 
• long delays 
• permission granted 
• trusted third-party 



What is a blockchain? 

a distributed public database that leverages 
cryptography and peer-to-peer technology to 
group data into blocks and store them in an 

immutable chain of transactions 



source: Goldman Sachs Investment Research 



source: https://www.techinasia.com/southeast-asia-blockchain-technology-bitcoin-insights 



source: https://en.wikipedia.org/wiki/Public-key_cryptography 







• Excellent protocol for storing 
and transmitting value 

• Not a generic protocol on 
which other platforms and 
functionality are easily built  
– Light clients for Bitcoin but not 

feasible for other apps on its 
blockchain 

– more like SMTP than TCP 
• SHA-256 proof-of-work mining 

algorithm 
– costly electricity use and e-

waste 
– ASICs and mining farms 

• Scalability? 
 

• Blockchain protocol for 
building decentralized, 
trustless applications (DAPPs) 

• Goal: commodity hardware 
friendly (proof-of-stake) 
– Dagger Hashimoto mining 

algorithm 
– ASIC-resistant (IO bound) 
– light-client verifiable  

• “Turing-complete” smart 
contracts 
– Ethereum virtual machine: 

internal state & computation 
– transactions costs: “gas” paid in 

Ether cryptocurrency token 



“A smart-contract is an event-driven program, with state, which runs on a 
replicated, shared ledger and which can take custody over assets on that ledger.” 

Smart Contract 

source: Richard Gendal Brown 















blockchain  
record authenticity 

 
• low cost 
• quick turnaround 
• permissionless 
• trustless 

traditional  
record authenticity 

 
• high cost 
• long delays 
• permission granted 
• trusted third-party 



• Proof of existence 
• Proof of presence 
• Proof of process 
• Proof of audit 

Permissionless, trustless  
certification of authenticity 





blocknotary.com 







blockchain world real world 

time 

blockchain  
events 

real-world  
events 

geo-space 
cyberspace 

? 

? 

“oracle” 
data feeds 

authorized 
parties 

including:  
• chained blocks of data 
• executable smart contracts 
• mining and wallet clients 
• blockchain explorers 
• internet backbone 
• off-blockchain data storage 

including:  
• 3D locations and objects 
• people 

source: Peter Van Garderen (2016) CC-BY 
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