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AT THE CORE |

THIS ARTICLE EXAMINES

» the nature of this projec
and ifs internationc agenda

s durable concepts and models for
electronic records

s proctical benefits of the research

he Internationa! Research
‘on Permanent Authentic
Records in  Electronic
Systems (InterPARES) is
a large, multinational,
coliaborative research endeavor that
aims to formulate principles and
criteria for the development of inter-
national, national, and organizational
policies, strategies, and standards for
the long-term preservation of
authentic electronic records. {See
Figure 1 for information about
research participants and funding.)
The research project investigates
issues related to the authenticity,

retrievability, and accessibility — over
the long term - of records made,
received, and stored in digital form.
its area of inquiry is divided into four
domains.

Domain |

Domain 1 aims to identify require-
ments for preserving electronic
records whose authentcity can be
verified for an indefinite period of
time, regardiess of the number of
migrations that have occurred from
an obsolete technology to a newer
one. The research questions being

addressed are directed toward

¢ categorizing electronic records
based on the elements that must
be preserved to ensure their
authenticity, including identifying
the elements that all electronic
records share

« differentiating between differ-
ent types of electronic records

« verifying their
over time

authenticity

Editor's Note: The name “InterPARES” is based on the Latin term inter pares meaning

“among equals.”
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* verifying their authenticity in
time {i.c., at the point at which
they are originally used)

¢ ascertaining whether records
can be removed from where thev
are currently found tc a place
where they can more easily be
preserved ~ but stifl maintain the
same degree of value

Domgin i

Research in Domain I seeks
to establish whether, to satisfv
the requirements for authenticity
identified in Domain I, the appraisal
criteria and methods for electronic
records need to be revised or even
radically changed by considering

¢ the influence of digital technoi-
ogy on appraisal criteria

¢ the ways appraisal differs,
depending on the type of system
prevalent in each comrputing
phase

¢ the influence of the records’
medium and extrinsic elements
on appraisal

¢ how retrievability, intelligibility,
functionality, and research needs
influence appraisal



* the matter of whether restraints
can be 1imposed onto the modifi-
cation of systems at the time of
appraisal

* whether the life cvcle of elec-
tronic records differs from that of
traditional records

» when electronic records shouid
be appraised

* whether electronic  records
should be appraised more than
once in the course of their exis-
tence and, if so, when

s how electronic records are
scheduled

¢ identifying who shculd be
responsible for appraising elec-
tronic records

Domain Hi

The purpose of Domain III is
to develop methods, procedures,
and rules for the preservation of
electronic records according to the
requirements identified in Domain I
and to define the responsibilities for
implementing them, considering

» what methods, procedures, and
rules of Jong-term preservation
are in use or being developed

¢ which of these methods meet
the conceptual requirements for
authenticity identified i Domain I

¢ which methods of long-term
preservation need to be developed
¢ which methods are either
mendated or subject to standards,
regulations, and guidelines in
specific industry (e.g., biochemical)
or institutional (e.g., university)
settings

* the procedural methods of
authentication for preserving
electronic records

» whether archival description
can be a method of authertication
for electronic records

s if appraisal and acquisition/
accession reports can be con-
structed to allow for authentica-
tion of electronic records

¢ determining procedures for
certifying electronic records when
they cross physical or technical

FIGURE 1: InterPARES Participants and Funding

The InterPARES research effort, under the overall direction of Luciona Duranii
{University of British Columbic}, is multinational, regional, and interdisciplinary.
The InferPARES research is being carried out by national and multinational research teams
from various countries, incuding Canade, the United States, England, ireland, Sweden,
Finland, The Netherlands, Germany, France, lialy, Australia, Hong Kong, and China.

The national teams are the Canadion, American, Ausiralion, and Halion research feams.
The multinational feams are European and Asion. A global indusiry teom incudes
multinational companies in the pharmaceutical, biochemical, health, and compufer fields.

The national and mulfinational research feams are funded by their national granting
 agencies and by instifutional and organizational contributions. For example, the Canadion
team is funded by Sociol Sciences and Humanities Research Coundf of Canade
{SSHRCC), and the American team is supported by the Notional Historical Publication
' and Records Commission (NHPRC). Funding alsc comes From institutional sources
 suck as the Hampton Fund of the University of British Columbic (UBC} and the UBC Vice

President Research Fund.

boundaries (e.g.. refreshing,
copying, migrating) to preserve
their authenticity

® technical methods of authenti-
cation for preserved electronic
records

* the principles and criteria for
both media and storage manage-
ment required for the preserva-
tion of authentic electronic
records

* the responsibilities for the long-
term preservation of authentic
electronic records

Domain IV
Domain IV focuses on developing
a framework for the formulation of
strategies, policies, and standards by
examining
* what principles should guide
the formulation of international
policies, strategies, and standards
related to long-term preservation
of authentic electronic records

¢ the criteria for developing
national policies, strategies, and
standards

¢ the criteria for developing
organizational policies, strategies,
and standards

The Project’s Theoretical
Roots

The theoretical foundation of
the research comes from diplomatics,
archival science, and law. (Diplomatics
1s a science developed in the
17th century for determining the
authenticity and legal validity of
medieval charters and deeds; in the
19th century, historians adopted its
analytical techniques as a tool for
assessing the authority of medieval
records as historical sources.)

From the theoretical foundations,
the basic concepts to be examined are
those of “record,” “electronic
record,” “reliability,” “authenticity,”
and “authentication.” A record may
be understood as any document
(ie., recorded organizational infor-
mation) created (i.e, made or
received and set aside) in the course
of a practical activity as an instru-
ment and as residue of it.
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An electromic record is any record
that, in the crdinary course of
business, is used and set aside or
stored i digial form regardless of
whether it was made or received in
such form. {Note that, according to
this definition. & recerd received on
raper, scarned into a comp“-ter,
used, and set aside in digital form is
an electronic record. Con\ ersely,
however, a record received electroni-
cally, printed out, inserted intc a
paper file, used, and set aside in
paper form, is a paper record.)

resulting either by the insertion or
the additior of an element or a state-
mient to a record. The rules governing
it are established by legislation.
Although quthenticity is a quality of
the record that is to be constantly
protected over the long-term,
authentication is external to the
record itself and is temporary.
Neither declaration guarantees a
record's reliability - both an authentic
and an guthenticated record are, strictly
speaking, as reliable as they were
when first issued by their creator.

Authenticity refers to the fact that
a record is what it purports to be
and has not been tampered with

or otherwise corrupted since its creation.

a record o stand for the facts it
cortams {1e, the trustworthiness of
the record’s contert: Reliability
depends on two factors the aegree of
comrpleteness of the rec f
and the degree of c-'m:r'o} EXerCIsed

over s procedure  of
Therefore, Ve,xb;n‘v is of greater
concern to the record’s creator than
to ifs preserver,
Anbnenricity vefers to the fact that
ook ] d“&v\u tit purports to be and
beer: tampered with ot other-
Wise corrupted smnce its creation
{1.c., the trustworthness of the record
as & recordl Records  authenticity
depends or {1} thexrr mode, form, and
transmussion as drefts, origi-
n copies {at this stage, authen-
ticxty is stiil a concern of the record’s
creaivor) and (2} on the manner of their
mairter ance; preservation, and cus-
todv (at this stage, authenticity is a
cancern of the record’s preserver.
whether as a part of the creating
bodv or a separate entity). The mode
of transmission of the record is the
means used to transmit a recerd
across space or dme. The form of
transmission is the 'whvsrm carrier
on which a record is received {e.g.,
paper, £ ilm, sk
Authenfication is 2 declarabon of
authenticity at a given point in time,

ot

Aé THE INFORMATION MAN 4GEMEN?

Because electronic records can be
preserved only by reproducing them
the authenticitv and the

non of concern: refers to copies. This
stetement tmplies that an organize-
non nught have both authentic and
suthenticated copies of nonauthentic
records. This situation could certain-
Iv be the case if the originals were
or rap ted or tampered with either
uring ftransmission, when first
saved to a file, or when maintained
by thesr creafm in active state.

Ax origmal record is alwavs either
uthentic or nonauthentic. It either
is or is not the record that was
produced and set aside in the course
of activity. However, the original
record may be copied for different
purposes. The authenticity of the
copy depends on the purpose for
which it is produced. For example,
if someone wanis te use the contents
of a record to assist in making a
decision about a similar matter, a
simple transcripuon of the text may
be sufficient to consider the copv to
conform to the original.

The InterPARES project is investi-
gating the hypo‘hesi< that the
reguirements for authentication of a
copy of an electronic record are
directly related to the function for
which the copy is made. In particular,

authentica-

Q0
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this project is concerned with raking
copies for the purpose of preserva-
tion {copies that can stand for the
originals). To achieve this aim, the
preservation copy must be eble to
serve the same record function as
the original.

Relation of Action
and Record

With respect to the action it
participates in, & record mav have
four possitie functions. The record
may
1. be the essence and substence of
the action that comes intc
existence through the written
form of the record {i.e., disnositive
function)

)

be the proof of the action, which
comes into existence end is
complete before the compilation
of the record but requires a
writterr  form to be proven
i.e., probative function)}

w2

provide support to an action and
be proceduraily linked to 1
through irs compilation and
be entirely discretionary
supporting funcuion)

L

4. relate nonprocedurally to actions
that do not reguire its compila-
ton, which therefore fulfills
individual purposes {i.e.. narrarve
function)

This categorization is fundamental
for the d t fication f)f requirements
for authenticity. This identification is
the cutcome expected of the wwork in
Domain [ and is the responsibility of
the Authenticity Task Force

Project Work To Date

The work of the Authenticity Task
Force encompasses three stages
(1} deveioping a template capable o
guiding the analvsis of electronic
records, {2} carrying out sudl
analvsis through four rounds of case

studies of electronic records and
systems, and ({3} establishing a
typology, or classification, o” tvpes
of electronic records based on
authenticity requirements.

A “Terrplate for Analysis
abie st wwreanterpares.org. laccessed

(.




20 December 2000}) was developed
for identifying the elements of an
electronic record relevant to & consid-
eration of its authenticity. The tem-
plate breaks electronic records into
their constituent parts, defines them,
explains their purpose, and indicates
to what extent they are instrumental
in verifying authenticity.

The template has been developed
from the integrated perspectives of
diplomatics and archival science, and
it is based on the concept of a record
described earlier. The validity of the
template has been, and continues to
be, tested through case studies to
define conceptual requirements for
authenticity that can be transiated
into specific methods and procedures
by the task forces responsible for the
Appraisal and Preservation research
Domains 1 and II. These conceptual
reguirements include baseline require-
ments applicable to all electronic
records and specific requirements
iated with distinct tvpes of

ectronic records. To construct the
ia tter kind of requirements. a typology
of electroruc records is bemg dev uoped,

Traditional records typologies
are bace"‘ onn documentary form.
Iderification of the spec iric elements
of electronic records that must be
preserved over time and across
technoiogies for the purpose of veri-
fving authenticity cannot be linked to
current record forms or applications
because the ted’momg es change.

The  typological framework
choser, thern, is based on the furction
of the record with respect to the
action in which it participates, The
records observed in the case studies
will be categorized as dispositive,
probative, supporting, and narrative.
Each of these four types contains
subtypes, which contain variants. For
each tvpe, the Authenticity Task
Force will determine which elements
of an electronic documentary context
and form must be protected over
time and the degree of rigor neces-
sary. This determination will

aillow for the identification of the
descriptive metadata and procedural

assocl

Prospects for the Preject

The value of having a grea*

deal of data about real electroni
records and a needs analysis of that
data as well is obvious. A case in
point invoives the U.S. National
Archives and Records Administration
(NARA). The collection-based persis-
tent-obiect preservation method
being developed for NARA by ihe
National Partnership for Advanced
Computational Infra-structure offers
great promise for preserving elec-
tronic records in a way that is both
immune to the vagaries of technolog-
ical obsolescence and attuned to the
benefits offered by technological
advances {Thibodeau, Moore, Baru,
113-118). The method depends on
archivists” ability to express abstract-
ly the properties of electronic records
that must be preserved. It requires
explicit models both of individual

records and of bodies of records.

Preservation models are needed
or all types of records and aiso any
rarily organized and complex
bady of records. The InterPARES
case studies will contribute substan-
tially to addressing these needs both
through the data about elcctronic

records that are coliected and i
the norms concerning au the*‘th_x*\’

produced by that data’s analysis.

arbitr

However, the collection and
analvsis of data abour electronic

records will need to continue to be
carried out regularly. Innovations yet
to come will be at least as great as
those that have occurred so far
Continuous change in information
technology means that the challenges
posed by electronic records are
inherently dynamic. One of the most
important premises of the informa-
tion management architecture that
underlies persistent-object preserva-
tion is precisely that it must be
independent of the infrastructure on
which it is built. Although users must
rely on specific hardware and soft-
ware, prescrvaton systems should
be constructed in a manner that

documentation that must be brought s erebles any component of
forward with the electronic records hardware or software to be
so that decades from now their replaced with minimum impact
authenticity can be verified. op the system
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¢ aliows such replacement with
no significant impact on the
records being preserved

¢ enables the preservation sys-
tem to deliver the preserved
records to other systems - even
systems not vet invented

The possibilities that this techno-
logical strategy offers of building
irherently dynamic sclutions to
preservation problems only heightens
the need tc express authenticity
requirements in a way that s not
bound to the limitations of users’
knowledge of electronic records now
or in the future. As a rich store of data
and analyses in the InterPARES case
studies is building, knowledge that is
both greater than the sum of its parts
and open-ended is also developing.

The need to expand users’ knowl-
edge of the ecmerging types of
electronic records and the ways of
orsamzmg them is importart. The

“Template for Analvsis” 1s such an

important product of the InterFARES
project for this reason. § ’xzv ut aban-
doning well-estabiished prmaples,

it allows users to be oper to new
realities and to avoid distorting them
through the constraints of parameters
rooted in a specific time, spacz. and
technological knewiedge. I fact, the
template is based on the fundamental
assumption of & principle from
diplo
+ the admirustrative, provenan-
cial, procedural, and docaimen-
tary context of a record’s creation
is made manifest in its form

matics:

¢ this form can be separated
from the record’s content and
examined independently of it

¢ that by comparing different
record forms generated in differ-
ent times and contexts, users can
discover both the attributes thev
share and the nature and prrpose
of those attributes they do
not share

For example, by comparing the
digital signature with trad:tional
means of validation, the InterPARES
researchers can establish that it fits
the definition of an authenticating



“seal” by aliowing the addressee to
verify the origin and integrity of the
record. However, the digital signa-
ture is different from a seal in that
a seal is associated exclusively with a
person or organization; the same seal
is used to authenticate every record
issued by the same entity (e.g., seal of
a registrar on a student’s transcript).

A digital signature, however, wil
vary for every record even when it
belongs to the same person. This
kind of understanding - gained from
examining the function of records
elements in their context — will allow
users to recognize elements generated
bv new applications according to
their purpose and to establish how
vital they are to verification of a
record’s authenticity over time.

Electronic records differ from
traditional paper records in basic
ways — ir how they exist as durable
obects, in how the parts of the record
coalesce into the whole, and as to
the boundaries of the record.
Traditionally, seen from an empirical
perspective, a record is a specific
aggregate of information, structured
in a specific way, with that structure
materialized in the inscription of the
information on & durable medium.
An electronic record has no necessary

cnnection between the structure of
the record and its inscription on a
storage medium.

Therefore, in addressing the
research questions of Domain III,
the InterPARES Preservation Task
Force is building a preservation
model on the recognition that
preserving an electronic record is
literally impossible; only the ability
to reproduce an electronic record is
possible to preserve. One can store
the contents of the record, along with
special bit strings that indicate how it
should be structured and presented,
but the sum of those bits is not itself
the record. The applcation of some
software is needed to put the bits into
a state recognizable as part of a
record. Moreover, the aggregate of
information that comprises a record’s
contents might not be stored together
(e g, separation of “notes” from
the rest of a database record). The
assembly of the contents into what

constitutes the record may require
sophisticated and complex processing,
This processing may be transparent -
even unknowable — to those who
create or use the record.

Such a simple thing as the
appearance of an electronic record is
not necessarily an attribute of the
record itself. The hardware and
software used to present the record
may be more important than what is
in the stored bits. The appearance of
the bits depends on screen size
and resolution and on the specific
software used, and it can be changed
easily and often as a result of
user options such as window size,
zooming, or switching between draft
and page mode. Therefore, the char-
acteristics of how an electroric record
is physically inscribed to a medium
are not essentiai to its character either
as a record or as an authentic record.

The first way, then, to certify the
authenticity of a preserved electronic
record is to demonstrate that none of
the essential attributes of the record
identified in the conceptual require-
ments for authenticity have changed.
This certification can be done only if
the preservation function is exercised
in such a careful way that any
changes that do occur are identified
and documented. If this procedure
can be accomplished, the need to
justify that none of the changes
affected essential attributes of the
record is still present. That is to say,
the authenticity of a preserved

for authenticity. This process would
ensure that a system built for
preservation of electronic records
has capabilities for satisfying the
prerequisites. For example, although
characteristics of the physical inscrip-
tion of records on media are not
essential attributes or elements of
the records as such, users may
lose records or lose their authenticity
both in physical storage and in
the processes of writing and
reading physical media. Therefore,
any preservation system should
include safeguards and procedures
to protect against media damage
or deterioration.

The system must also be reliable
eriough to copy files completely and
correctly to both store and output
authentic electronic records. Based
on the inevitable necessity to repro-
duce an electronic record, demon-
strating the authenticity of electronic
records depends on verifying that

¢ the right data was properly

stored

¢ either nothing happened in
storage to change this data or any
changes are insignificant

¢ all the right data and only the
right data were retrieved from
storage

¢ the retrieved data was subjected
to an appropriate process, and the
processing was executed correctly
to output an authentic reproduc-
tion of the record

...preserving an electronic record
is literally impossible; only the ability
to reproduce an electronic record
is possible to preserve.

electronic record can be certified only
if users are able to show that none
of the specific authenticity require-
ments applicable to the record
were violated.

Generic preservation measures
should be prerequisites for both the
baseline and the specific requirements

Ensuring that these technical
requirements satisfied is
necessary — but not sufficient - to
demonstrate the authenticity of
an electronic record. Verification is
necessary because if any of these
conditions are not satisfied, the result
of the processing of retrieved data

were
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cannot be the same as the electronic
record from which the stored data
was produced. Verification is not
sufficient because nothing n it applies
specifically to a record. This technical
verification is a method for demon-
strating that a digital object produced
from stored digital data is an authen-
tic reproduction of a stored digital
object. (“A digital object that was
stored,” 1s more precise language
than “The digital object that was the
source of the stored data.”)

Situations or contexts in which
idertifiabic risks of changing the
records as boundary conditions can
occur. A boundary condition 15 a state
from which a record cannot be
moved without either changing the
record or taking some action either to
prevent the threatened change or to
counteract or compensate for it
(lasses, or even class hicrarchies, of
boundary conditions may be defined.
For example, any prbcessing of
electronic records entails some risk
that the records will be altered in the
process. It turn, the processing ciass
can be seen as a subciass of technology
boundarnes, a subclass that comprises
ail dependencies of electronic records
on specific technologies. A boundary
condition is encountered whenever &
rechnological dependency is altered
or removed or the technology itself is
changed — as in migration of dat.

Another boundary class i that of
custodv. both physical and legal
Obvious risks are present whenever
records change custody. even in cases
in which records are transferred from
their creator to g person comumifted
to archival preservation. If the new
custodian is what NARA calls a
“successor in function,” that is, an
entity that acquires the records
because it has a need for them in the
conduct of its business, it may
reorganize the records to serve its
business needs. This action destroys
their ability to serve as evidence of
the activities of the former custodian.

From this example, one can begin
10 see another generic measure for
preserving authenticity. Whenever
custody of records is transferred to a
different entity, the receiving body
must be capabie of and committed
1o preserving authentic records
{Thibodeau 1997).

Conclusion

The wealth of the data being
coliected, the soundness of the
methods being applied to collect
and analyze them and to develop
new knowledge from them, and
the richness and depth of the mult-
disciplinary, international expertise
brought to bear in the InterPARES
case studies and on the analysis of
the data constitute a wremendous
opportunity both to find ways to
document epochal changes in the
infrastructures and superstructares
of records that must be preserved
and to explore the implications of
such changes for the preservation of
material that can be trusted.

However, one should not under-
estimate the practical importance
of the findings of the InterPARES
project for the design of reliable
recordkeeping the
development of rigorous security

systems, for

measures and control procedures
that ensure the authenticity of
records since creation, and for the
definition of trustworthy methods
of overcoming obsolescence of
live systems. As it progresses in
this  project
continues to prove that preservation
of electronic records that does not

its  investigation,

take a giobal view of thewr manage-
ment cannot take place. §§
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