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AT THE CORE ! 
THIS ARTICLE EXAM!NES 

the nature of this projecr 
and irs inte,nationci agenda 

durabie concepts o'ld models for 
electronic 

practical benefit,. 0' the research 

T
he lriternation,ll Research 

. 

on Permanent Authentic 
Records in Electronic 

• Systems (lnterPARES) is 
a large, multinational, 

collaborative research endeavor that 
aims to formulate principles and 
criteria for the development of inter­
national, national, and organizational 
policies, strategies, and standards for 
the long-term preservation of 
authentic electronic records" (See 
figure 1 for information about 
research rarticipants and funding") 
The research project investigates 
issues related to the authenticity, 

retrievability, and accessibility - over 
the long term - of records made, 
received, and stored in digital form" 
Its area of inquiry is divided into four 
domains" 

Domain I 
Domain 1 aims to identify reqc;ire­

ments for preserving dectronic 
records whose authenticity can be 
verified for an indefinite period of 
time, regardless of the number of 
rmgrations that have occurred from 
an obsolete technology to " ne\f\'er 
one" The research questions being 
addressed are directed toward 

• categorizing electronic records 
based on the elements that must 
be preserved to ensure their 
authenticity, including identifying 
the elements that all electronic 
records share 

.. differentiating betvveen differ­
ent types of electronic records 

GO verifying their auther,ticity 
over time 

Editor's Note: The name "InterPARE5" is based on the Latin term inter pares meaning 
"among equals,'" 
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• venfying their authenti:ity in 
time (i.e., at the point at which 
they are onginally used) 

Q ascertaining w nether rec(lrds 
can be removed from they 
are currently found tc- a place 
where they can more ea:,i1y be 
preserved - but still maintain the 
same degree of value 

Domain II 
Research in Domain n seeks 

to establish whether, to satisfv 
the reqmrements fpf authenticity 
identified in Domain 1. the appraisal 
criteria and methods for electronic 
records need to be revised ur even 
radically changed by considering 

.. the influence of digital technol­
ogy on appraisal criteria 

.. the ways appraisal differs, 
depending on the type of system 
prevalent in each cOITputing 
phase 

the influence of the records' 
medium and extrinsic elements 
on appraisal 

o how retrievability, intelligibility, 
functionaUty, and research needs 
influence appraisal 



• the matter of whether restraintf> 
can be onto the modifi­
cation of at the time of 
appraisal 

• whether the life cycle of elec­
tronic records differs from that of 
traditional records 

• ,vhen electronic record" should 
be appraised 

• whether electronic records 
should be appraised more than 
once In the course of their exis­
tence and, if so, when 

• how electronic records are 
scheduled 

• identifying who shculd be 
for appraising elec­

tronic records 

Domain III 
The purpose of Domain III b 

w develop method", procedures, 
and rules for the preservation of 
electronic records according to the 
requirements identified in Domain I 
and to define the responsibilities for 
implementing them, considering 

• what methods, procedures, and 
rule;., of long-term preservation 
are in use or being developed 

• which of these methods meet 
the conceptual requirements for 
authenticity Identified in Domain I 

• which methods of long-term 
preservation need to be developed 

• which methods are either 
mandated or subject to standards, 

regulations, and guidelines in 
specific industry (e,g., biochemical) 
or institutional (e.g., university) 
settings 

• the procedural methods of 
authentication for preserving 
electronic records 

• whether archh'al description 
can be a method of auther,tication 
for electrordc record:; 

• if appraisal and acquisition! 
accession reports can he con­
structed to allow for authentica­
tion of electronic records 

• determining procedures for 
certifying electronic records when 
they cross physical or technical 

The InterPARES resemh effort, under the overall direction of Luciano Durann 
(Universify of British Columbia), is muhinafionol, Tegtonal, and interdisciplinary, 
The InferPARES research is being carried out by national and multinotional research teams 
from various countries, induding Canada, the United States, England, Iretand, Sweden, 
Finland, The Netherlands" Germony, France, Italy, Ausfralia, Hong Kongl and China, 

The notional teams are the (anadionl American, Australian, and Itanan research Jeams. 
The multinational teams are European and Asian. A global industry team includes 
multinational companies in the pharmaceutical, biochemical, health, and computer fields, 

The national and multinational research teams Ofe funded by their national granting 
agencies and by instifutional and organizational contributions, For example, the Conadlon 
team is funded by Social Sciences and Humanities Research (ouncil of (anada 
(SSHR((), and the American team is supported by fhe National Historical Publication 
and Records Commission (NHPR(), Funding also comes from institutional sources 
such as the Hampton Fund of the University of British Columbia {UBC} and the USC Vice: 
Presidenf Research Fund, 

boundaries (e.g.. refreshing, 
copying, migrating) to preserve 
their authenticity 

• technical methods of authenti­
cation for pre"erved electronic 
records 

• the principles and criteria for 
both media and storage manage­
ment required for the preserva­
tion of authentic electronic 
records 

• the responsibilities for the long­
term preservation of authentic 
electronic records 

Domain IV 
Domain IV focuses on developing 

a framework for the formulation of 
strategies, policies, and standards by 
examining 

• what principles &hould guide 
the formulation of international 
pohcies, strategies, and standards 
related to long-term preservation 
of authentic electronic records 

• the criteria for developing 
national policies, strategies, and 
standards 

• the criteria for developmg 
organizational policies, strategies, 
and standards 

The Project's Theoretical 
Roots 

The theoretical foundation of 
the research comes from diploma tics, 
archival science, and law. (Dip/omatics 
IS a "cience developed in the 
17th century for determining the 
authentIcity and legal validity of 

medieval charters and deeds; in the 
19th century, historians adopted its 
analytical techniques as a tool for 
assessing the authority of medie\'al 
records as historical sources,) 

From the theoretical foundations, 
the basic concepts to be examined are 
those of "record," "electronic 
record," "reliability," U 

and "authentication," A record may 
be understood as any document 
(i.e" recorded organizational infor­
mation) created (I.e., made or 
received and set aside) in the course 
of a practical activity as an instm­
ment and as residue of it. 
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1\n rlectro11rc record is any rec0rd 
thal, in the ordinary cot,r"e of 
busin.ess? is and set c1S1dc or 
stored 1n digital form resardlcss of 
,,,-hethcI it was made or recelyed m 
such rprm. ('\fote that; accordbg to 

thi5 defmition. a record receiyed on 
raper? h:tc a computer, 
used. ar,d set aside ire digital form is 
an electronic record. Conversely, 

a record receiyed electroni­
caliy, printed out,. inserted into a 
paper Ue, used. and set aside in 
paper form, is " paper record.) 

resulting either by the or 
the additioI' of an element or a state­
ment to a record. The rules governing 
it are established by legislatio!i. 
Although authemicity is a quality of 
the record that is to be constantly 
protected oyer the long-term, 
authentication is external to the 
record itself and is temporary 
Neither declaration guarantees a 
record's reliability - both an authentic 
and an authenticated record are, strictly 
speaking; as reliable as they were 
when first issued by their creator. 

Authenticity refers to the fact that 
a record is what it purports to be 
and has not been tampered with 

or othelWise corrupted since its creation. 

ReILlhiiz/'v. refers to the ability of 
a record tc [("ir the facts it 
COI'tall15 (I.e' " the of 
the c0nter·t} I\.e1l2bili ty 

on tW(' fac tor,; the c\eg;:ee of 
of rC(,(1!'d' s fOrIT'L 

and the degree of control E-xerc1sed 
procedure of 

Therefc.rc, is of greater 
concern to the crEiltor th(':.n 

ito. preserve!, 
./i;dite1:i:c!tl( iefers to the fact that 

c record ::'5 \Arhat to be and 
net been tampered or othcr­

corrurted. s:nre its crt"ut:-...on 
(Lc, be trustworthmess of the record 

a record L IZcGJro.s' authenticity 
Qcpcnas their rn.ode, forni, and 
state of as origi­
nals, or copies (at this stage, authcn­
tiClty' b still a concern of the record's 
creaic1r) and (2) on the mar-,ner of their 
maiI'tenanee, preservation, and cu,,­
tody (at this stage, authentichy is a 
Carleen; (,·f the record' 5' pi esen'f'J', 
whether a& a part of the creating 
bod\' or a o,eparate entity). The mode 
0f tmnsrrd,;:3ion of the record is the 

used to a recc'rd 
or time. The form pf 
is the physical caryicr 

on \,\7hich 8. yccCtrd received (e.g., 
parer, film, aisk). 

AuthcntzLatzorr js a declarabon of 
au,hellticity at a given point in time. 

Beciluse electronic records can be 
preserved only by reproducing them, 
the 8i..::.thentlcirv' and the 2t.1thentica­
tiOll n£ concern refers to cDries. This 
statement implies that an organizil­
non might haw both authentlC and 
"uthenticated copie& of nonauthenttc 
fecords, Slfuiltion could certain­

be thE' case if the originab were 
corrurted or tampe:::oed 'w'ith either 
during transmission, when first 
sa"ved to a file, or ,,,,"hen ll1aintained 
bv their creator in active state. 

An orixlJ1ai rec(1rd is alwav:;: either 
au,thentic or nona\.;thentic. It either 
is or is not the record that ,'\'as 
produced and set aside in the course 
of actiYity. However, the original 
record may bE' copied for different 
purposes. The authenticity of thc 
cPpy depends on the pLlrpose for 
which it is produced. For example, 
if someone ,"vants to usc the contents 
of a record to assist in making a 
deciSion about a similar matter, a 
simple of the text may 
be sufficie"t to consider the COPy to 
conbrm to the origmal. 

ThE' InterPARES project is inycsti­
gating the hypothesis that the 
requirement,. for authentication of a 
copy of an electronic record are 
d Irectly related to the function for 
which the copy is made. In particular, 
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this project is concerned with naking 
copies for the purpose of preserya­
Han (capie" that can stand lor the 
originals). To achieve this aim, the 
preserYation copy must be c:ble to 
serve the same record functio!", as 
the original. 

Relation of Action 
and Record 

With respect to the actior. It 

participates in, a record have 
f0ur possible functions. The record 
may 

1. be the essence and substcnce of 
the action that into 
existence throu gh the written 
form of the record (i.e" dis:70sitive 
rLinctinn) 

2. be the proof of the action, which 
comes into existence ,:nd 
complete before the compilatior, 
of the record but requires a 
'Vvritten form to be p:oven 
(i.€'" probative function) 

3. provide support to an action and 
be procedurally li"ked to it 
through irs comFilation and 
be entirely cllscretionan' (I.e .. 
supporting functIon) 

4. relate !1onproceduraEy to :1ctions 
that do not require lts ccmpila­
tlOn, which therefore fulfills 
indiyidua} purposes (i.e., 1'u"HTr1tlve 

function) 

This categorization i:-: 
for the of requirement:;; 
for authenticity. This identj£jmtion is 
the outcome expected ot the ,,'ork in 
Domain T and is the responsibilIty of 
the Authenticity Task Force. 

Project Work To Date 
The work of the Authenticitv Task 

Force encompas"es three stages: 
(1) deyeioping a template capable of 
guiding the andysis ot electronic 
records/ (2) carrying out such 
analysi::: throuF;h rounds of case 
studies of ele..::tronic records and 
systems, rrnd (3) estabhshing a 
typology, or claSS1!ication, 0; types 
of elcctronlc records on 
authenticity requirement". 

A "TeTPplatc for Analysis" (ayail­
able at IC'U)'li'.111tcrpa Ves.lJ1'S;' [a·,:cessed 



20 December 2000]) ,,",'as developed 
for ider,tifying the elements of an 
electronic record relevant to a consid­
eration of its authenticity. The tem­
plate breaks electronic records into 
their constituent parts, defines them, 
explains their purpose, and indicates 
to what extent they are instrumental 
in verifying authenticity. 

The template has been developed 
from the integrated perspectives of 
ciiplomatics and archival science, and 
it is based on the concept of a record 
described earlier. The validity of the 
template has been, and cor,tinues to 
be, tested through case studies to 
define conceptual requirements for 
authenticity that can be tran"lated 
into specific methods and procedures 
by the task forces responsible for the 
Appraisal and PreserYation research 
Domains I and n. These conceptual 
requirements inclUde baseline require­
ments applicable to all electronic 
records and specific requirements 
asO'ociated vV'ith ciif'tinct tvpes of 
electronic To construct the 
latter kind of requirements. a typology 
of electronIC bciy'tg developed, 

Traditional records trpoJogies 
arc based on dOCUDlenta.Yv form, 
lde"tification of the specific elernents 
of electronic that be 
preservcd over time and across 

for the purpo;,e d H:ri­
fying authenticity cannot be linked tn 
current record forrrts or applications 
becau;,e the technologie;: change. 

The fr£:.mew0rk 
chosen, then,. is based on the function 
of the record with respect to the 
action in which it participates. The 
records observed in the case st"idies 
will bc categOrIzed as dispositive, 
probative, supporting, and narrative. 
Each of these four types cor,tains 
subtypes, which contain variant:.. For 
each type, the Authenticity Task 
Force will determine which elemept,. 
of an electronic documentary context 
and form must be protected over 
time and the degree of rigor neces­
sary. This deterrninahon 'will 
allow for the identification of the 
descriptive meta data and procedural 
documentation that must be brought 
forward with the electronic records 
so that decades from now their 
authenticity can be verified. 

Prospects for the Project 
The value of having a great 

deal of data about real electronic 
records and a needs analysis of that 
data as "veIl is ObVlOUS. A case in 
point involves the U.S. National 
Archives and Records Administration 
(NARA). The collection-based persis­
tent-object preservation method 
being developed fa: NARA by ihe 
National Partnership for Advanced 
ComputCltional Infra-structure offers 
great promise for preserving elec­
tronic records in a way that is both 
immune to the vagaries of technolog­
ical obsolescence and attuned to the 
benefits offered by technological 
advances (Thibodeau, Moore, Baru, 
]13-118), The method depends on 
archivists' ability to express abstract­
ly the properties of electronic records 
that must be preseryed. It requires 
explicit models both of individual 
records and of of records. 

Preservation models are needed 
for all type:- of records and also an.\' 
arbitrarily organized and complex 
body of records. The InterPARES 
case o.tudlCS will cor,tribute substan­
tially to addressing tllese needs both 
throllgh ,he data abo .. ,t electronic 
record& thilt are collected and in 
the normo- cOilcerning authenticity 
produced by that data's analysis. 

Ho,,,,'eyer. ,he collection and 
analysi;; of data about electronic 

will need to continue to be 
carried (Yl1t regularly. yet 
to come will be at least as great as 
those that have occurred so far. 
Continuous c.'lange in information 
technology means that the challenges 
posed by electronic records are 
inherently dynamic. One of the most 
important premises of the informa­
tion management architecture thai 
underlies persistent-object preserya­
tiol1 is precisely that it must be 
independent of the infrastructure on 
which it is built. Although user:; must 
rely or, specific hardware and soft­
'ware, preservation systems should 
be constructed in a manner that 

enables any component of 
hardware or software to be 
replaced WIth minimum impact 
op the system 
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., allows such replacement 'with 
no significant impact on the 
records being preserved 

., enables the preservation sys­
tem to deliver the preserved 
records to other s'\'stems - even 
systems not yet im'emed 

The possibilities that this techno­
logical strategy offers of building 
inherently dynamic solutions to 
preservation problems only hei!;htens 
the need to express authenticity 
requirements in a way that lS not 
bound to the limitations of user,,' 
knowledge of electronic records now 
or in the future. As a rich store of data 
and analyses in the InterPARES case 
studies is building, knowledge that is 
both greater t'1an the SLlm of its parts 
and open-ended is also developing. 

The need to expand users' knowl­
edge of the emerging types of 
electronic records and the ways of 
organizing them is Importan:. The 
"Teinplate for .A.nalysis" IS such an 
important product of the InterFARES 
project felr this reason. IVithl'Ut aban­
doning well-established principles, 
it allows users to be ope;: to nev,; 

and to ayoid distortinF; them 
thwugh the constraints of parameters 
rooted in a specific time, spac'2, and 
technological knowledge. ln fact, the 
template is based on the fundamental 
assumption of a prbclple from 
diplomatics: 

• the admirustrative, proyenan­
cial, proced LIral, and doc .lmen­
tary context of a record's creation 
is made manifest in its form 

" this form can be sep.:;.rated 
from the record's content and 
examined independently oj it 

., that by comparing different 
record forms generated in differ­
ent and contexts, users can 
discover both the attribmes they 
share and the nature and purpose 
of those attributes they do 
not share 

For example, l>y comparing the 
digital signature with trad:tional 
means of validation, the InterPARES 
researchers can establish that it fjts 
the definition of an authenticating 



"seal" by allowing the addressee to 
verify the origin and integrity of the 
record. However, the digital signa­
tt,re is different from a seal in that 
a seal is associated exclusively with a 
person or organization; the same seal 
is used to authenticate every record 
issued by the "arne entity (e.g., seal of 
a registrar on a student's transcript). 

A digital signature, however, will 
vary for every record even when it 
belongs to the same person. This 
kind of understanding - gained from 
examinmg the function of records 
elements in their context - will allow 
w,ers to recognize elements generated 
by new applications acco;ding to 
their purpose and to establish how 
vital they are to verification of a 
record's authenticity over time. 

Electromc records differ from 
traditional paper records in basic 
ways - in how they exist as durable 
objects, in how the parts of the record 
coalesce into the whole, and as to 
the boundaries of the record. 
Traditionally, seen from an empirical 
rerspecth'e, a record is a specific 
aggregate of information, structured 
in a speciflc way, with that structure 
materialized in the inscription of the 
information on a durable medium. 
Arl electronic record has no neces"ary 
(Connection between the structure of 
the record and its inscription on a 
storage medium. 

Therefore, in addressing the 
research questions of DOlnain nI, 

the InterPARES Preservation Task 
Force is building a preservation 
model on the recognition that 
preservmg an electronic record is 
literally impossible; only the ability 
to reproduce an electronic record is 
possible to preserye. One can store 
the contents of the record, along with 
special bit strings that indicate how it 
should be structured and presented, 
but the sum of those bits is not itself 
the record. The apphcation of some 
"oftware is needed to put the bitt:> into 
a state recognizable as p,lrt of a 
record. Moreover, the aggregate of 
information that comprises a record's 

might not bl' stored together 
(e b' "eparation of "notes" from 
tho? rest of a database record). The 
as,embly of the contents into what 

constitutes the record may require 
sophisticated and complex processing. 
This processing may be transparent -
even unknowable - to those who 
create or use the record. 

Such a simple thing as the 
appearance of an electronic record is 
not necessarily an attribute of the 
record itself. The hardware and 
software used to present the record 
may be more important than what is 
in the stored bits. The appearance of 
the bits depends on screen size 
and resolution and on the specific 
software used, and it can be changed 
eaSily and often as a result of 
user options such as window size, 
zooming, or switching between draft 
and page mode. Therefore, the char­
acteristics of how an electronic record 
is physically inscribed to a medium 
are not essential to its character either 
as a record or as an authentic record. 

The first way, then,. to certify the 
authenticity of a preserved electronic 
record is to demonstrate that none of 
the essential attributes of the record 
identified in the conceptual require­
ments for authenticity have changed. 
This certification can be done only if 
the pre!'oervation function is exercised 
in such a careful way that any 
changes that do occur are identified 
and documented. If thi" procedure 
can be accomplished, the need to 
justify that none of the changes 
affected essential attributes of the 
record is still present. That is to say, 

the authenticity of a preserved 

for authenticity. This process would 
ensure that a system built for 
preservation of electronic records 
has capabilities for satisfying the 
prerequisites. For example, although 
characteristics of the physical inscrip­
tion of records on media are not 
essential attributes or elements of 
the records as such, users may 
lose records or lose their authenticity 
both in physical storage and in 
the proces"es of writing and 
reading physical media, Therefore, 
any preservation system should 
include safeguards and procedures 
to protect against media damage 
or deterioration. 

The system must also be reliable 
enough to copy files completely and 
correctly to both store and output 
authentic electronic records. Based 
on the inevitable necessity to repro­
duce an electronic record, demon­
strating the authenticity of electronic 
records depends on verifying that 

• the right data was properly 
stored 

• either nothing happened in 
storage to change this data or any 
changes are insignificant 

• all the right data and only the 
right data were retrieved from 
storage 

• the retrieved data was subjected 
to an appropriate process, and the 
processing was executed correctly 
to output an authentic reproduc­

tion of the record 

... preserving an electronic record 
is literally impossible; only the ability 

to reproduce an electronic record 
is possible to preserve. 

electronic record can be certified only 
if users are able to show that none 
of the specific authenticity require­
ments applicable to the record 
were violated. 

Generic preservation measures 
should be prerequiSItes for both the 
ba;,eline and the specific requirements 

Ensunng that these technical 
requirements were satisfied it:> 
necessary - but not sufficient - to 
demonstrate the authenticity of 
an electronic record. Verification is 
necessary because if any of these 
conditions are not satlsfJed, the 
of the processing of retrieved data 
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cannot be the same as the electronic 
record from which the stored data 
'was produced. Verification is not 
su!flL'zent becam,e nothing In it applies 
specifically to a record. ThIs technical 
verification io. a method for demon­
strating that a digital object produced 
from stored digital data is an authen­
tic repn.duction of a stored digital 
object. (" A digital ubject that was 
stored," is more precise language 
than "The digital object that was the 
source of the stored data .. ,) 

Situations or context!" in ",hic}; 
identifiable risks of changing the 
records as bOi.t11dary conditionE' can 
occur. A boundary condition is a state 
from which a record cannot be 
moved without either changing the 
record Of taking some action either to 
prevent the threatened change or to 
counteract or compensate for it. 
Classes, or even class hierarchies; of 
boundary conditions may be defined. 
For exampie, any processing of 
electroruc records erLtails some risk 
t"t",at the records will be altered in the 
process. In turn, the processlns class 
car:. be seen as a subclass of technology 
bounda!le,;, a subclass that comprises 
all dependeflcles of elcc,r;cmic 
on specific technologle,;. A boundC1ry 
condition is encC\unteyeu v .. '"henevef c: 
tcchnoiogic&l dependency is altered 
l'f removed or the tectulolog} it"elf is 

- as in migration ot ciata. 
Another boundar\' class :" that of 

both physical and 
risks aye present whenever 

ft:"c()!'ds change custody. even ir:. cases 

in V\ihich are transferred from 
their creator to a person comrrutted 
to archival presen;aticm. Ii the new 
custodIan is what NARA calls a 
"successor in function," that is, an 
entity that acguires the records 
because it has a need for them in the 
conduct of its business, it may 
reorganize the records to serve its 
business needs. This action destroys 
their ability to serve as evidence of 
the activities of the former custodian. 

From thi& example, one can begin 
to see another generic measure for 
preserving authenticay. Whenever 
custody of records is transferred to a 
different entity, the receiving body 
must be capable of and committed 
to preserving authentic records 
(Thibodeau 1997). 

Conclusion 
The wealth of the data being 

collected, the soundness of the 
being applied to collect 

and analyze them and to develop 
new knowledge from them, and 
the richness and depth of the multi­
disciplinary, international expertise 
brought to bear in the InterPARE5 
case studies and on the analysis of 
the data constitute a tremendous 
(lpportunity both to find ways to 
d()cument epochal change:" in the 
infrastructures and superstructmes 
of records that must be preserved 
and to explore the implicatlOn& of 
such changes for the pre:"ervation of 
matenal that car, be trusted. 

However, one should not under­
estimate the practical importance 
of the findings of the InterT'ARES 
project for the design of reliable 
recordkeeping systems, ro)' the 

development of rigcwus security 
measures and control procedures 
that ensure the authenticity of 
records since creation, and for the 
definitior, of trustworthy m('thods 
of overcoming obsolef,cen,:e of 

live systems. As it progresses in 
its investigation, thIS project 
continues to prove that presen'ation 
of electronic records that does not 
take a global vie,,,,, of theIr manage­

ment cannot take place. U 
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